Sheet 1 of 1 



FORM PTO-1449 



U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 



-t=r| 



ATTY. DOCKET NO. 


SERIAL NO. 


IMN-002 


09/810313 


APPLICANT 




Akli Adjaoute 




FILING DATE 


GROUP 


March 15, 2001 


2131 



Aw J& U.S. PATENT DOCU 


MENTS 


INITIALS 


DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUBCLASS 


FILING DATE 
IF APPROPRIATE 




5,822,741 


10/1998 


Fischthal 








W 

























































FOREIGN PATENT DOCUMENTS 




OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 



EXAMINER 
INITIALS 


x 0 — , » , - — — — — •/ 




Debar et al., "A Neural Network Component for an Intrusion Detection System", Proceedings of the Computer 
Society Symposium on Research in Security and Privacy, vol. SYMP.13, 4 May 1992, 240-250 




Denault et al., "Intrusion Detection: approach and performance issues of the SECURENET system", Computers 
and Security, 13(1994), 495-508 




Teng et al, "Adaptive real-time anomaly detection using inductively generated sequential patterns", Proceedings 
of the Computer Society Symposium on Research in Security and Privacy, vol, SYMP. 11,7 May 1990, 278*284 




















EXAMINER < ^ rv A DATE CONSIDERED 

EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through citation if 
not conformance and not considered. Include copy of this form with next communication to applicant. 



BEST AVAILABLE COPY 




COPY OF PAPERS 
ORIGINALLY FILED 




Sheet 1 of 3 



•ORM^IQ-1449 

^\ 


U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 


ATTY. DOCKET NO. 
IMN-002 


SERIAL NO. 
09/810,313 


m 2 6 2002 - 

is,. 


(INFORMATION DISCLOSURE 

(statement BY APPLICANT 


APPLICANT 
Akli Adjaoute 


FILING DATE 
March 15, 2001 


GROUP 
2131 



U.S. PATENT DOCUMENTS 



iXAMINER 
MITIAL 


DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUBCLASS 


FILING DATE 
IF 

APPROPRIATE 




5,819,226 


10/06/98 


Gopinathan et 
al. 




ECQVEC 






6,029,154 


02/22/00 


Pettitt 


>|ftR 0 5 ?Q0? 






6,122, 624 


09/19/00 


Tetro et al. 







Technology Center 21 00 



FOREIGN PATENT DOCUMENTS 



iXAMINER 


DOCUMENT NUMBER 


DATE 


COUNTRY 


CLASS 


SUBCLASS 


TRANSLATION 


NITIAL 


YES 


NO 



































OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 

^MWMVV.WMiiJtJf' 



iXAMINER 
NITIAL 





ft 



S. Abu-Hakima, M. Toloo, and T. White, "A Multi-Agent Systems 
Approach for Fraud Detection in Personal Communication 
Systems," Proceedings of the Fourteenth National Conference on 
Artificial Intelligence (AAAI-97), pp. 1-8, 07/1997. 



A. Adjaoute, "Responding to the e-Commerce Promise with Non- 
Algorithmic Technology," Handbook of E-Business , Chapter F2, 
edited by J. Keyes, July 2000. 



P. E. Proctor, "Computer Misuse Detection System (CMDSTM) 
Concepts," SAIC Science and Technology Trends , pp. 137-145, 
December 1996. 



"AXENT Technologies' NetProwler™ and Intruder Alert™", Hurwitz 
Report, Hurwitz Group, Inc., September 2000. 



P. A. Porras and P. G. Neumann, "EMERALD: Event Monitoring 
Enabling Responses to Anomalous Live Disturbances," National 
Information Systems Security Conference, 10/1997. 






caminer /rrv^ nvi^ DATE CONSIDERED 



CAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP609; Draw line through citation 
lot conformance and not considered. Include copy of this form with next communication to applicant. 



BEST AVAILABLE COPY 




S58ES5 




Sheet 2 of 3 



: ORMPTO-1449 US DEPARTMENT OF COMMERCE 
rpE^v PATENT AND TRADEMARK OFFICE 

^ U INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 


ATTY. DOCKET NO. 
IMN-002 


SERIAL NO. 
09/810,313 


APPLICANT 
Akli Adjaoute 


FILING DATE 
March 15, 2001 


GROUP 


5t# w&r H 





OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) MAR 0 5 2002 




A, Valdes and H. Javitz, "The SRI IDES Statistical Anomaly 
Detector, " 05/1991 





D. Anderson, T. Frivold, and A. Valdes, "Next-Generation 
Intrusion Detection Expert System (NIDES) : A Summary," SRI 
Computer Science Laboratory Technical Report SRI-CSL-95-07, May 
1995. 



"SET Secure Electronic Transaction Specification, 
Business Description, 05/1997. 



Book 1: 



"PRISM FAQ", Nestor, Inc., www.nestor.com. Date Unknown 



"CyberSource Fraud Survey," CyberSource, Inc., web site, 
http: //www. cyber source, com/solutions/ ris ^management / 
us fraud survey. xml, Date Unknown. 



"eFalcon Helps E -Merchants Control Online Fraud," Financial 
Technology Insights Newsletter, HNC Software, Inc., 08/00. 



"2000 Internet Fraud Statistics," National Fraud Information 
Center web site, http://www.fraud.org> 2001. 




"Guidelines to Healthcare Fraud," National Health Care Anti- 
Fraud Association web site, http : / /www . nhcaa .org/ 
factsheet guideline.html, 11/19/91. 



"Health Insurance Fraud, " http : //www . helps toper ime . org. Date 
Unknown . 



"HIPPA Solutions: Waste, Fraud, and Abuse," ViPS, Inc., web 
site, http: //www . vips . com/hipaa/combatwaste . html , 2001. 



"HNC Insurance Solutions Introduces Spyder Software for 
Healthcare Fraud and Abuse Containment," HNC Software, Inc., 
press release, 12/04/98. 



4 



"What is Insurance Fraud?," http : //www . helpstopcrime . org , Date 
Unknown. 



"Insurance Fraud: The Crime You Pay For," 

http: //www. insurancefraud.org/facts .html. Date Unknown 



VeriComp™ Claimant," HNC Software, Inc., web site, 2001. 



IAMINER 



JnU. 




DATE CONSIDERED 




^AMINER: initial if citation considered, whether or not citation is in conformance with MPEP 609; Draw line through citation 
lot conformance and not considered. Include copy of this form with next communication to applicant. 



BEST AVAILABLE COPY 




COPY OF PAPERS 
ORIGINALLY FILED 




Sheet 3 



of.1 jji 



0-1449 




U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 



ATTY. DOCKET NO. 
IMN-002 



SERIAL NO. 
09/810,313 



APPLICANT 
Akli Adjaoute 



FILING DATE 
March IS, 2001 



GROUP 
2131 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 



RECEIVED 




"Workers Compensation Fraud/' http: //www. helps topcrime . or! 
Date Unknown. 



"Homeowners Insurance Fraud/' http: //www. helps toper ime . org, 
Date Unknown. 



"The Impact of Insurance Fraud/' chapter 5, Ohio Insurance 
Facts, Ohio Insurance Institute, 2000. 



K. G. DeMarrais, "Old-fashioned check fraud still in vogue, 
Bergen Record Corp. web site, http: //www.bergen . com/biz/ 
savvy24200009242.htm, 09/24/00. 



"Check Fraud Against Businesses Proliferates," Better Business 
Bureau web site, http : / /www . bbb . or a/librar v/checkf raud . asp, 
2000. 



"CBA 1994 Fraud Survey/ 7 California Bankers Association web 
site, http : //www. calbankers . com/ legal/ fraud , html , 06/96 . 



"Consumers and Business Beware of Advance Fee Loan and Credit 
Card Fraud," Better Business Bureau web site, 
http://www.bbb.ora/librarv/feeloan.asp, 2000. 



"Check Fraud Statistics/' National Check Fraud Center web site, 
http: //www. ckfraud. org/statistics .hmtl. Date Unknown. 



25 



"Telemarketing Fraud Revisited/' Better Business Bureau web 
site, http://www.bbb.org/librarv/tele . asp, 2000. 



M. B. Guard, "Calling Card Fraud - Travelers Beware!/' 
http: //www. bankinfo. com/securitv/scallingcardhtml, 06/11/98 . 



"Wireless Fraud FAQ," World of Wireless Communications web 
site, http : //www . wow- 
com/consumer /facr/articles .cfm?textOnlv=l&ID=96, Date Unknown 




1AMINER // ' ^ DATE CONSIDERED 





'>AMINER: Initial if citation considered, whether or not citation is in conformance with MPEP609; Draw line through citation 
tot conformance and not considered. Include copy of this form with next communication to applicant. 



BEST AVAILABLE COPY 



